
Compliance pitfalls with high-risk users

Date: December 1st, 2008
Author: Cheryl Traverse
Category: General
Tags: Compliance, Cheryl Traverse, Security

A secret most security vendors will not tell you is high-risk users may circumvent traditional
network and security compliance controls every day. Because of this, it is important to
examine best practices, and take needed action to control high-risk users.

——————————————————————————————————————-

As CEO of a company that works extensively to understand and control the threat of high-risk
users, I have found that there are practical and cost-effective steps that should be executed to
build on existing access policies and controls.

To begin your company’s action plan to control high-risk users, I wanted to answer some of the
important questions I’m asked by clients. The answers to these questions will:

Provide a definition of the high-risk user.
Explain why common security practices do not go far enough.
Outline six questions that you must answer to help select the right entitlement management
solution.
Define how entitlement management is an important part of the solution.
Describe how entitlement management helps organizations force high-risk users into a trusted
and compliant state.

High-risk users and compliance pitfalls

 

With today’s information security compliance mandates, boards of directors and executive
management are being held accountable for protecting sensitive corporate information and
preventing material events, such as a data breach, that could negatively affect shareholder
value. Understandably, organizations are allocating major resources to ensure they have
adequate security controls in place, especially concerning trusted insiders.

Unfortunately, most security vendors and organizations focus security compliance controls on
the ordinary user risks - ignoring the high-risk user. High-risk users have the technical
knowledge and tools to create major havoc. They create a paramount challenge to the stability
of infrastructure security. On the one hand, privileged access for high-risk users is a necessary
aspect of daily operations.  On the other hand, it’s a black hole that prevents companies from
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enabling security compliance with regulations including Sarbanes-Oxley, PCI and HIPAA.

According to a study by CERT at the Carnegie Mellon University’s Software Engineering
Institute, a recent profile of insider attacks showed that a company is most vulnerable from
high-risk users - internal and external. Eighty-six percent of insider attacks were either
previously or currently employed full-time employees in a technical position within the
organization.

Now, more than ever there is an urgent need for companies to adopt entitlement management
strategies for high-risk users.

Balancing high-risk users and operational efficiency

Entitlement management allows an organization to control user access to the critical
infrastructure, enforce granular access policy, monitor activities, record events, and view
centralized compliance and testing reports to validate that controls over high-risk users are
working.  A cost-effective entitlement management solution should establish a security
compliance approach that reduces the complexity and cost of managing the risk by addressing
the specific circumstances.  Common security strategies focus on the risk of data loss from the
ordinary trusted user. The pitfall to this security strategy is that there is a harsher threat - the
high-risk user.

Six questions about the high-risk users in your
organization

All companies should be asking themselves six questions:

Do we have high-risk users with daily access to our critical IT infrastructure?
Do we have a way to manage these users to a limited access as they work inside our
infrastructure?
How do we grant access to remote and local high-risk users to guarantee that they only
access the approved systems?
How do we monitor every aspect of what high-risk users are doing in our applications
and networks?
Can we record high-risk user activity to create an irrefutable audit and forensic trail that
proves to auditors that we have adequate, working controls in place?
Can we easily produce comprehensive compliance and testing reports?

As you address these six questions, you’ll begin to establish a foundation of knowledge that will
help you define the framework of your entitlement management strategy.

Improving security and demonstrating compliance
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Entitlement management technology has proven useful by providing firms with a variety of
new tools to boost security with practical solutions.  Some things to consider in selecting these
types of solutions include evaluating their ability to:

Control access with enforceable access policies and user IDs to contain high-risk users.
Integrate high-risk user policies with existing security systems.
Centralize a company’s view of high-risk user activities.
Compartmentalize high-risk users to specific applications and areas on individual network
devices and virtual environments.
Monitor, track, and record command line sessions, key-strokes, and screen images to create a
full and detailed audit that proves these controls are in place and work effectively.
Establish compliance reporting and testing to validate that the controls are working.

With controls in place the level of efficiency with which the firm can run is much higher, not to
mention an elevated degree of internal trust that improves a company’s routine operations.

Unfortunately most companies’ security practices are noncompliant for high-risk users.
Companies must identify prudent steps and best practices to implement cost-effective
entitlement management solution for compliance.  The right entitlement management strategy
that leverages the proper technology controls forces high-risk users into compliance with legal,
regulatory, and corporate security mandates.
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